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High system availability resulting from redundancy

Production plants are designed and costed to ensure high 
availability. The consequences of a system failure are, 
therefore, costly downtimes, high restarting costs and the 
loss of valuable data or materials. Redundant control sys-
tems and redundantly configured networks protect plants 
from failures in their automation systems. In the event of 
a fault, the high-available communication can take over 
automatically without any consequences for the plant.

To achieve the extremely fast response times required by 
industrial companies, SIMATIC NET has for many years 
used standardized network redundancy protocols that 
 support reconfiguration times of a few milliseconds in 
the event of a fault.

For critical applications with high-availability requirements 
that do not permit any additional delay in communication, 
Siemens offers various solutions for Industrial Ethernet 
networks.

In general, there are two types of redundancy:

 System redundancy: A high-availability automation 
 system is implemented by deploying systems and 
 communication components in duplicate

 Media redundancy: Systems are only implemented indi-
vidually, but in the event of an interruption in the net-
work, the plant will continue to operate along substitute 
communication paths

The different mechanisms of media redundancy are 
explained in this brochure. 
Further information on system redundancy can 
be found at:
www.siemens.com/simatic-high-availability-systems

High availability 
thanks to redundant networks

Redundant networks for industry2
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distribution
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Parallel Redundancy 
Protocol
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SCALANCE X204RNA

Line, star, tree

Plant automation in 
ships, energy switch-
gear, tunnels, pipelines, 
power plants, process 
applications (PCS 7)

SeamlessSCALANCE X204RNA EEC

SOFTNET-IE RNA

MRPD 
Media Redundancy for 
Planned Duplication with 
real-time feature Iso-
chronous Real-Time IRT – 
PROFINET standard
(IEC 61158 Type 10)

SCALANCE X-200IRT, 
SIMATIC S7, ET 200SP, 
SINAMICS, SIMOTION, 
PROFINET devices with 
integrated 2-port switch

Ring

Specially for isochro-
nous drive controls 
(e.g. print industry)

Seamless

MRP 
Media Redundancy 
Protocol –
PROFINET standard
(IEC 62439-2)

SCALANCE X-200, 
X-300, X-400, X-500, 
 SIMATIC S7, ET200, 
 SINAMICs, PROFINET 
devices with integrated 
2-port switch

Ring

Industrial/ 
process automation

200 ms

High Speed 
 Redundancy

SCALANCE X-200, X-300, 
X-400, X-500 Ring

Industrial/ 
process automation 300 ms

Standby coupling SCALANCE X-200IRT, 
X-300, X-400, X-500 Standby coupling Process automation 300 ms

STP/RSTP
(Rapid) Spanning Tree 
Protocol

SCALANCE X-300, X-400, 
X-500 Ring, star, tree

Offi ce-based 
 automation

Depending on 
network size and 
topology  

Router redundancy 
Virtual Router Redun-
dancy Protocol (VRRP)

Layer 3 switches, e.g. 
SCALANCE X-400, X-500 Line, ring, star, tree

For interfacing or cou-
pling to LAN over WAN, 
e.g. Internet

One to several 
 seconds
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Industrial 
Ethernet 
(LAN B)

Industrial 
Ethernet 
(LAN A)

SCALANCE 
X204RNA

SCALANCE 
X204RNA 
EEC

PC

 1) Parallel Redundancy Protocol

Parallel Redundancy Protocol (PRP)

The PRP redundancy protocol according to the IEC 62439-3 
standard is based on double transmission of message 
frames over two separate networks. The access points 
SCALANCE X-200RNA for PRP networks connect up to two 
network segments or terminal devices without PRP func-
tionality, without delay, over two parallel networks. 

At the sender, the software SOFTNET-IE RNA or the net-
work access point SCALANCE X-200RNA duplicates the 
message frame arriving from the sender (e.g. a PC); 
one message frame is fed into each of the two networks. 
The message frame will always be transmitted without 
delay, even in the event of a fault, because there is no 
need for reconfiguration of the network. 
The protocol is transparent for the application (e.g. PCS 7, 
T3000) in the PC. SCALANCE X204RNA EEC can also be 
used under adverse EMC conditions.

This seamless data transmission offers extreme reliability 
and high availability in parallel networks and can be used 
for numerous applications, for example, in ships, energy 
switchgear or along pipelines.

Redundant PRP networks acc. to IEC 62439-3
High-availability system solution for seamless and undelayed 
data transmission in two networks

Seamless, parallel networks with PRP redundancy protocol

SOFTNET-IE RNA software

Redundant networks for industry4

01_BR_Loesungen_red_Netze_112012_en__CS6.indd   401_BR_Loesungen_red_Netze_112012_en__CS6.indd   4 20.11.2012   17:20:3520.11.2012   17:20:35

© Siemens AG 2012



Environment with a 
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Industrial Ethernet

SCALANCE 
X204RNA

SCALANCE 
X204RNA 
EEC

PC

 1) High-availability Seamless Redundancy Protocol

SCALANCE 
X204RNA

SCALANCE 
X204RNA

ServerPG/PC/IPC

Seamless, ring-shaped network with HSR redundancy protocol

Redundant HSR networks acc. to IEC 62439-3
High-availability system solution for seamless and undelayed 
data transmission in ring topology

High-availability Seamless Redundancy Protocol (HSR)

The HSR redundancy protocol according to the IEC 62439-3 
standard is based on double transmission of message 
frames over ring-topology networks in both directions. In 
the case of an error, the message frame will be transmitted 
without any delay. No reconfiguration time (relearning of 
the communication paths) is necessary for the network, as 
is the case for most other redundancy protocols.

In ring-topology networks, seamless data transmission is 
implemented for high-availability plants using the HSR pro-
tocol. The SCALANCE X204RNA devices with HSR function-
ality can also be used for redundant transition from HSR to 
PRP network structures.

SCALANCE X204RNA EEC can also be used under adverse 
EMC conditions. This seamless data transmission offers 
extreme reliability and high availability in ring topologies 
and can be used for numerous applications, for example, 
in drilling rigs, refineries and energy distribution.

SCALANCE X204RNA EEC and X204RNA

Redundant networks for industry 5
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HSR communication
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Industrial Ethernet

SCALANCE 
X204RNA

SCALANCE 
X204RNA EEC

PC

 1)  High-availability Seamless
     Redundancy Protocol

SCALANCE 
X204RNA EEC

SCALANCE 
X204RNA EEC

SCALANCE 
XR-300

SCALANCE 
X204RNA

SCALANCE 
X204RNA

SIMATIC 
S7-400

Seamless, redundant coupling 
between PRP and HSR networks

Redundant PRP/HSR networks acc. to 
IEC 62439-3
Seamless, redundant coupling between PRP and HSR networks

Coupling of PRP and HSR networks

One PRP network and one HSR network 
are coupled redundantly over SCALANCE 
X204RNA or SCALANCE X204RNA  EEC. These 
redundancy techniques are used, in particular, 
in energy switchgear.

Redundant networks for industry6
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Use of the redundancy protocols in 
different sectors

Redundant networks for industry

Your benefits at a glance

 The control level is designed with a PRP network, 
because it is essential that it features high availabil-
ity. Subprocesses that are non-critical and that are 
distributed over a wide area can be networked cost-
effectively using the HSR ring structure. The seam-
less functionality is assured in both protocols. 

 Sending of the message frames twice ensures that 
there are no time delays in the event of a fault. 

 A hardware solution (SCALANCE X204RNA) and a 
software solution (SOFTNET-IE RNA) are available for 
implementing PRP networks.

 Easy coupling of PRP and HSR networks using one 
device that can be configured for the transition.

 Easy coupling of networks with maximum availa-
bility (duplicated network structure using PRP) 
and cost-optimized, ring-shaped networks 
(HSR network structure).

 Comprehensive product range for network coupling 
of PRP and HSR networks comprising IP20 devices 
for industrial environments and also for extended 
ambient conditions (EEC variant) for use in power 
plants and energy switchgear.

7
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S7-300

S7-400
S7-400

SCALANCE X208

SCALANCE 
X310

SCALANCE 
X310

SCALANCE
X-400

S7-300

S7-400

PC

PC

Industrial Ethernet (Twisted Pair)

Operator Station

The MRP redundancy protocol in accordance with the PRO-
FINET standard is ideally suited to the networking of con-
trollers and control systems at the Control Level.

Media redundancy in the Field Level: MRP and MRPD

MRP

Higher plant availability can be achieved by means of a 
ring topology. This media redundancy can be created on 
the one hand by means of switches, and on the other hand 
direct via the PROFINET interfaces on SIMATIC controllers 
and distributed I/Os. Thanks to the MRP protocol, recon-
figuration times of 200 ms can be achieved with up to 
50 participants in the ring. When communication is inter-
rupted in one section of the ring installation only, plant 
shutdown can be prevented (depending on the response 
time).
A diagnosis is always offered so that faults can be rectified 
quickly and downtimes reduced.

Redundant networks according to the 
PROFINET standard
Media redundancy

Media redundancy for networking controllers (Control Level) with high-speed redundancy in the electrical ring

Redundant networks for industry

Particularly suitable for... 
Industrial and process automation

8
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MRPD

High network availability can be achieved without recon-
figuration time using the PROFINET-compatible MRPD 
 protocol (Media Redundancy for Planned Duplication). 

The MRPD protocol is an extension to the MRP protocol for 
sending message frames in duplicate within a ring struc-
ture. Networks can only be constructed with SCALANCE 
X-200IRT switches and additional components with the 
real-time feature Isochronous Real-Time IRT (PROFINET 
standard), such as SIMATIC controllers, ET 200, SIMOTION 
and SINAMICS drives.

Redundant networks for industry

Particularly suitable for... 
Isochronous drive controls, e.g. in 
the printing industry

9
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Redundant couplings

Layer 3 Industrial Ethernet switch SCALANCE X-500

High Speed Redundancy

For use in high-availability plant networks, fast redundancy 
in the ring can be implemented with High Speed Redun-
dancy. The reconfiguration time for 50 switches in the ring 
is up to 300 ms.

Standby coupling

Industrial Ethernet switches of the SCALANCE X-300 and 
X-400 product lines are equipped with this function for the 
redundant coupling of network segments, such as coupling 
of redundant ring structures. This is particularly necessary 
in process automation to meet the demanding require-
ments of network availability.

(Rapid) Spanning Tree Protocol STP/RSTP

(Rapid) Spanning Tree is a redundancy protocol with a min-
imal response time that has been standardized in 
IEEE-802.1D (2004). The reconfiguration times depend 
on the topology and start at around 50 ms.

Router redundancy VRRP 
(Virtual Router Redundancy Protocol)

Layer 3 switches, such as SCALANCE X-500, support router 
redundancy as well as parallel routing over several paths 
which increase the availability of the network significantly. 
They are therefore suitable for use in high-performance 
plant networks (e.g. with high-speed redundancy). Since IT 
standards are also supported (e.g. VLAN, IGMP, RSTP), the 
seamless integration of automation networks into existing 
office networks is possible. Routing functions on Layer 3 
permit communication between different IP subnets.

Redundant networks for industry

Particularly suitable for... 
Industrial and process automation

Particularly suitable for... 
Office-based automation

Particularly suitable for... 
process automation

Particularly suitable for... 
integration of automation networks in 
existing office networks

10
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X408-2S7-300 S7-300

Stand-by Master Stand-by Slave

1000 Mbit/s

1000 Mbit/s

1000 Mbit/s

SCALANCE
X414-3E

SCALANCE
X414-3E

S7-300 S7-300

PC

IPC

Industrial Ethernet

Redundant connection of two optical Gigabit subnets with SCALANCE X-400 on Layer 2 and Layer 3

Redundant networks for industry 11
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Read in the QR code 
with the  QR reader 
of your mobile 
phone and you will 
learn more! 

Get more information

www.siemens.com/rna

www.siemens.com/switches 

The information provided in this brochure contains descriptions or 
characteristics of performance which in case of actual use do not 
always apply as described or which may change as a result of further 
development of the products. An obligation to provide the respective 
characteristics shall only exist if expressly agreed in the terms of 
contract. Availability and technical specifications are subject to change 
without notice.
All product designations may be trademarks or product names of 
Siemens AG or supplier companies, whose use by third parties for their 
own purposes could violate the rights of the owners.

Siemens AG
Industry Sector
Industrial Automation Systems
Postfach 48 48
90026 NÜRNBERG
GERMANY

Subject to change without prior notice
Order No. 6ZB5530-1BL02-0BA0
MP.R1.SC. 0000.50.3.06 / Dispo 26000
BR 1112 3. WÜ 12 En
Printed in Germany 
© Siemens AG 2012

www.siemens.com/automation

01_BR_Loesungen_red_Netze_112012_en__CS6.indd   201_BR_Loesungen_red_Netze_112012_en__CS6.indd   2 20.11.2012   17:19:4420.11.2012   17:19:44

© Siemens AG 2012



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [651.969 850.394]
>> setpagedevice




